A Video-on-Demand (VoD) system provides a service which enables a user of the system to request in real time the transmission of live video from a collection of available video material. A VoD system is probably one of the most complex services to be provided over B-ISDN networks. Such a system consists of several independent service gateways and video servers with which the user Set-Top Box needs to interact during the session lifetime. The paper shows how a V oD session can be modeled as a Finite-State-Machine (FSM). The states in the VoD session FSM represent the calls comprising the session. Every call provides the STB with some preliminary service, or with the selected video application stream. The transitions among states represent call set-up and take-down protocols. The FSM model is an important design tool, which illuminates the various options and trade-os involved in the design of a VoD session.
1 Introduction deals with two issues related to VoD session management, which can be more easily analyzed using the FSM model: the timing for setting-up the connections needed during a session, and the timing for invoking various authentication and authorization programs. Section 7 concludes the paper.
Denitions Sessions, Calls and Connections
Suppose that at some time t 0 , a user tunes his STB to the VoD channel. Let t 00 be the rst time after t 0 when the STB is tuned to another channel or is turned o. We s a y that during time period [t 0 ; t 00 ] the STB was involved in a single VoD session. We represent each session by means of a single contiguous Finite State Machine (FSM). The states of the session FSM represent calls. A call is a logical association between the STB and a service provider. It is viewed as an information communication pipe that delivers an instance of a service to the user. A call is established by means of a distributed control procedure, referred to as call set-up protocol. It is canceled by means of another distributed control procedure, referred to as call take-down protocol. Though the number of states (representing calls) in the session FSM is nite, the number of calls a STB may actually participate during the session lifetime is not necessarily bounded, because some states (calls) can be entered more than once during a single session, depending on the specic session specications. On the other hand, in some irregular cases, the session may h a v e no call. This might happen, for instance, if the rst entity with which the STB should have a call during the session is down, in which case the rst service cannot be delivered, and all the other services depend on the rst one. A connection is an end-to-end bit pipe, associated with a set of Quality of Service (QoS) parameters, over which call information is exchanged among the call end entities. In ATM networks, for instance a connection (referred to as Virtual Channel) is a switched path formed by the hardware of lower layer protocols. In a TCP/IP network, on the contrary, a connection (referred to as TCP connection) is formed by the software of upper layer protocols. In order to realize a call, one or more connections are needed. A telephone call usually needs a single connection across the network, but a more complex call, like digitized video, may need more connections: one for video information, another one for audio information, and a third one for control information. Figure 1 (a) shows a simple (two-way) call consisting of one connection. In a TCP/IP network, the bullets along the connection represent I P gateways [7] , whereas in an ATM network they represent V C switches [8] . Figure 1 (b) shows a simple call consisting of two connections. Some of the calls can be multiple-point calls, where more than two e n tities are involved. Since this paper considers interactive service networks, a three-way call may consist of one STB connected to two servers (Figure 1(c) ) or two STBs connected to one server by means of multicast connections (Figure 1(d) ). In the latter case, however, each STB is associated with a dierent session, and the three-way call can be considered as two simple (two-way) calls. Thus, the 1 to 1 relationship between calls and STBs is retained. One may observe here a hierarchy of sessions over calls over connections, with a 1 to N relationship between sessions and calls (i.e. one session consists of N calls) and a 1 to N relationship between calls and connections. Since we assume that all the services, preliminary as well as ultimate, provided during a single session are destined for a single STB, the STB is an end-point o f e v ery call. Thus, only one call can be active at a time, though more calls can be non-active but alive. A call is said to be active when its connections transfer data. A call is said to be alive if it has not been taken down since the time it was set up. Figure 2 depicts two sessions. The session in Figure 2 (a) is a relatively simple one. At the beginning of the session call-1 is set up 1 in order to deliver some service to the STB. Then, call-1 is taken down and another call, referred to as call-2, is set up. Sometime later, call-2 is taken down, and a third call, call-3, is set up. When call-3 is taken down, the entire session comes to an end. The session in Figure 2 (b) is more complex. At the beginning of the session, call-1 is set up. However, before call-1 is taken down, call-2 is set-up . Thus, there are two alive calls, though only one of them can be active. Then, both calls are taken down and call-3 is set-up. After call-3 is taken down, another instance of call-1 is set-up. Finally, call-1 is taken down and the entire session comes to an end.
Dependencies of Calls
Every two calls performed during a single session are either dependent or independent of each other. We s a y that a call, call-2 say, depends on another call, call-1, if call-2 can be active only after call-1 is active during the lifetime of the same session.
As an example, consider a user calling a telephone service provider. For the sake of this example, suppose that the user has to pass some authentication and authorization process. This process, can be considered as a call which delivers the authentication and authorization service to the user. During this call, the user is asked some questions (like \please enter 1 Note that \1" does not represent a sequence number of the call during a session, but an identity of the call. your 8-digit identication code") and needs to provide answers. Once this call is successfully completed, the user is authorized to conduct N 0 telephone calls. We consider the interval between the time the user starts the authentication and authorization process and the time he nishes the last telephone call as a single session. This session consists of N + 1 calls: an authentication and authorization call (call-1) followed by N telephone calls (N instances of call-2). In this example, call-2 depends on call-1 because a telephone call cannot be conducted before the authentication and authorization call is completed.
Dependencies of Entities
Consider a call, call-i say, for which e n tity E is an end point. Then, for every entity E 0 6 = E :
E is said to be call-i independent of E 0 if E 0 is not involved in the process of admitting call-i.
E is said to be call-i semi-dependent of E 0 if both E and E 0 are involved in the process of admitting call-i.
E is said to be call-i dependent of E 0 if E 0 is involved and E is not involved in the process of admitting call-i.
The admission of a call is performed by means of a call set-up protocol, executed among some entities in the network. Every entity in the network, including the call end-points, may participate or not participate in the call set-up protocol. Entity E is call-i independent o f any e n tity E 0 which does not participate in the set-up protocol of call-i. I f E 0 participates in the set-up of call-i then each of the three cases may apply, depending on the role of E 0 in the set-up protocol and on whether or not entity E also participates in the protocol. In particular, there might be a case where E 0 participates in the set-up protocol but E is call-i independent o f E 0 because E 0 is unable to aect the call admission decision. Nevertheless, in the following we shall assume that:
E is said to be call-i independent o f E 0 if E participates in call-i set-up protocol and E 0 does not participate.
E is said to be call-i semi-dependent o f E 0 if both E and E 0 participate in call-i set-up protocol.
E is said to be call-i dependent o f E 0 if E does not participate in call-i set-up protocol and E 0 participates.
If both end points of call-i are call-i dependent of other entities, then third party connection signaling protocol must be employed. This protocol is needed when a network connection between two end terminals is initiated not by an end terminal. The third party can be a node inside the network, in which case the third party connection protocol is either a proprietary protocol used by the network operator or a standardized NNI (Network-toNetwork Interface) protocol. The third party can also be a node outside the network, in which case the third party connection signaling protocol has to be part of the standard UNI (User-Network Interface). The ATM Forum is currently standardizing the latter case.
A Multiple-Call Session Model
This section shows how a m ultiple-call session can be represented as a Finite-State-Machine (FSM). The FSM describes the various calls comprising the session and the transitions among them. To present our model, which can be adopted for every multiple-call session, we assume that two preliminary services should be provided to the user before a video application is selected. Consider the following VoD session example. After a user tunes his STB to the VoD channel, he may quit or ask to view the list of service providers (white-page menu). In the latter case, a call is established between the STB and the L1GW. This call, during which the whitepage menu is delivered to the user STB, will be referred to as call-1. The user may n o w select a service provider, in which case call-1 is taken down and another type of call, referred to as call-2, is established between the STB and the L2GW associated with the selected service provider. During call-2, the L2GW provides the user with a selection of available video application (yellow-page menu), to which preview information can be attached. The user may n o w quit or select some video application. In the latter case a call is established between the user STB and the video-server selected by the L2GW to deliver the requested application. This call is referred to as call-3. The VoD session described so far is represented by the FSM depicted in Figure 3 . Such an FSM is associated with every STB session. The session FSM has 5 states: OFF, NO-SERVICE, SERVICE-1, SERVICE-2 and SERVICE-3. The rst state, OFF, indicates that the last session has already ended and a new one has not been initiated yet. The NO-SERVICE state is entered when the STB is tuned to the VoD channel, and the session starts. SERVICE-1 is the state of the session when call-1 is active. SERVICE-2 is the state Note that the FSM shown in Figure 3 is incomplete, since only key transitions are shown.
In particular, the transitions labeled as \call set-up" reect the case where the set-up is successful, but not the case where it fails due to lack of network resources, unauthorized access, or any other reason. As explained later, when a call set-up fails, the session may proceed in several ways. Note also that the FSM in Figure 3 is only an example for a possible session model. Another session model may decide not to take d o wn call-1 upon entering SERVICE-2 from SERVICE-1. Yet another model may not allow a direct transition from SERVICE-1 into SERVICE-2, but only an indirect transition through the NO-SERVICE state. All these are important design issues, to be addressed later. As shown in Figure 3 , the transitions between the various states usually represent call set-up and take-down protocols. The purpose of a call set-up protocol is to request the provision of a specic service and to allocate the resources needed by that service. The purpose of a call take-down protocol is to stop provisioning the service and to release the allocated resources.
The entities participating in a call set-up or call take-down protocol are determined according to the resources needed by the call, which depend on the call type. Consider the set-up protocol for call-1. During call-1, the L1GW connected to the STB is supposed to deliver the white-page menu to the STB. This is a basic service, which does not require much of the network resources. Assuming that such a service can be locally approved by the L1GW, the set-up protocol is essentially a simple two-way handshake protocol as depicted in Figure 4 . Figure 4 (a) shows the case where the L1GW accepts the call, in which case the transition in Figure 3 from NO-SERVICE into SERVICE-1 is enabled. Figure 4(b) shows the case where the L1GW does not accept the call for some reason. The transition made in such a case is not shown in Figure 3 because there are two reasonable options: staying in NO-SERVICE or returning to OFF. The decision can be made according to a parameter returned by the L1GW in the Call-1-reject message, indicating the failure cause (Figure 4(c) ). The transition of the STB FSM into SERVICE-2 state depends, among other things, on the relationship between the L1GW and the L2GW providing the service during call-2. Since the L1GW is owned and managed by the network operator, whereas the L2GW is envisioned as customer premises equipment, we do not consider a case where the L2GW is call-2 dependent of the L1GW. This leaves the following two possibilities:
The L2GW is call-2 independent of the L1GW. The L2GW is call-2 semi-dependent of the L1GW.
The rst possibility is more likely when the L2GW has its own mechanisms for authentication, authorization and billing. When this is not the case, these functionalities are provided by the L1GW on behalf of the L2GW. To this end, the L1GW must be involved in the transition of the STB into SERVICE-2 state. If the L2GW is call-2 independent of the L1GW, the set-up of call-2 is performed by means of \direct dial" mode [6] . Direct dial is similar to today's directory service (e.g. 411 call): the user gets the destination number from a directory server, and then dials by himself. In contrast, if the L2GW is call-2 semi-dependent of the L1GW, the set-up of call-2 is performed by means of \operator-assist" mode [6] . In this model, the user rst connects to the operator and tells him the destination number. The call is then made by the operator on behalf of the user. In the context of VoD, the role of the operator is played by the L1GW. A conceptual representation of the two models is given in Figure 5 . In the operator assist model ( Figure 5(a) ), the STB sends a Call-2-request message to its L1GW. One of the parameters attached to this message is an explicit or implicit address of the L2GW to which the STB wishes to be connected. This address has been determined by the STB using the white-page menu provided by the L1GW while the STB was in SERVICE-1. When the L1GW receives a Call-2-request message, it may i n v oke some authentication and authorization procedure, to make sure that this call request should be forwarded to the L2GW. This procedure may dictate the exchange of more messages between the STB and the L1GW (not shown in Figure 5(a) ). If the L1GW approves the request, the call request message is forwarded, with some possible modications, to the appropriate L2GW. Assuming that the L2GW agrees to admit the call, a Call-2-accept message is sent b y the L2GW to the L1GW and forwarded to the STB. Upon receiving this message, the STB enters SERVICE-2 state. In the direct dial model ( Figure 5(b) ), the STB sends the Call-2-request message directly to the L2GW, and the latter responds with Call-2-accept if the call can be admitted, or with Call-2-reject otherwise.
The connections needed between the STB and the L2GW for call-2 are not necessarily aected by the call set-up model. In particular, even if the operator assist model is used, these connections do not have to traverse the L1GW. Figure 6 shows the various options eective (a) when the L2GW is call-2 independent o f the L1GW and (b) when the L2GW is call-2 semi-dependent of the L1GW. As the gure shows, in both cases the transition from SERVICE-1 state into SERVICE-2 state can be made directly, or indirectly through NO-SERVICE state. Figure 7 depicts both options. Note that a direct transition (Figure 7(a) ) is the option employed in Figure 3 . The decision between direct transition and indirect transition depends upon three factors as follows:
1. Whether the L2GW is call-2 independent of the L1GW or it is call-2 semi-dependent of the L1GW. 2. Whether the STB is intelligent (i.e. has the rendering for display, database for query and computing power for navigation) or not 2 . 3. Whether call-1 should remain alive in SERVICE-2 state, or it should be taken down during the transition into SERVICE-2. The two options are depicted in Figure 8 . Consider the FSMs of Figure 8 (a) and (b) rst. In both cases SERVICE-2 state is entered only after call-1 take-down protocol is performed. The take-down protocol can be as simple as the two-way handshake set-up protocol depicted in Figure 4 : a Call-1-cancel message is sent b y the STB to the L1GW, and the latter responds with Call-1-cancel of its own. If the user wishes to return from SERVICE-2 into SERVICE-1 (e.g., since he is not satised with the selection oered by the L2GW of the selected service provider, and, therefore, wishes to choose another service provider), call-2 takedown protocol and call-1 set-up protocols must be invoked. The simplest way t o a c hieve this is to have the STB transit from SERVICE-2 state back to NO-SERVICE state, by executing call-2 take-down protocol, and then from NO-SERVICE into SERVICE-1, by executing call-1 set-up protocol.
In the FSM of Figure 8 (c), in contrast, call-1 is not taken down when the session enters SERVICE-2. Consequently, a direct transition from SERVICE-2 into SERVICE-1 is possible by i n v oking call-2 take-down protocol. The main advantage of this approach is that it reduces the time and overhead for re-entering SERVICE-1. The main disadvantage is that network resources allocated to call-1 cannot be released while they are 2 Though the STB intelligence is a factor that aects the design of the VoD session, it will probably not mandate which choice to take. However, we assume the design takes the STB intelligence into consideration. not used in SERVICE-2 state. A design decision can be made after user behavior is analyzed. If the users do not tend to return from SERVICE-2 into SERVICE-1 very often, and if the time period during which they stay in SERVICE-2 before returning to SERVICE-1 is relatively long, call-1 should be taken down upon entering SERVICE-2. If, however, the users return very often from SERVICE-2 into SERVICE-1, after staying a short period of time in SERVICE-2, keeping call-1 alive in SERVICE-2 might yield better performance.
The eight options induced by factors 1-3 are discussed in the following. Consider rst the cases where the L2GW is call-2 independent of the L1GW. Recall that in these cases, the L1GW does not participate in call-2 set-up protocol. If call-1 has to be kept alive i n SERVICE-2, then regardless of the STB intelligence the STB stays in SERVICE-1 until selecting a service provider. Then, by i n v oking an instance of call-2 set-up protocol (as described in Figure 5 (b)), the STB moves directly into SERVICE-2 state. The relevant part of the FSM are shown in Figure 8 (c). If, however, call-1 should not be kept alive in SERVICE-2 state, an indirect transition from SERVICE-1 to SERVICE-2 via NO-SERVICE should be used (Figure 8(b) ). This is clear for the case where the STB is intelligent, since in such a case it can move from SERVICE-1 back to NO-SERVICE immediately after getting the white-page information from the L1GW. The take-down of call-1 is performed by the L1GW and the STB. Then, upon selecting service provider, the STB can move i n to SERVICE-2 state using the set-up protocol described in Figure 5 (b). For the case where the STB is not intelligent, the transition into NO-SERVICE state is necessary in order to avoid another state, as explained in the following. When the STB selects a service provider, call-1 has to be taken down and call-2 has to be set-up. These two protocols cannot be merged in this case because the L1GW is involved in the take-down of call-1 but not in the set-up of call-2 (since the L2GW is call-2 independent of the L1GW). Thus, call-1 take-down has to be invoked rst, and then call-2 set-up can be invoked. Since a transition from SERVICE-1 into NO-SERVICE, triggered by call-1 take-down, must always exist, a transition from NO-SERVICE into SERVICE-2 triggered by call-2 set-up would be sucient, as Figure 8 Next, consider the cases where the L1GW is call-2 semi-dependent of the L2GW. If call-1 has to be kept alive in SERVICE-2 state, then, regardless of the STB intelligence, a direct transition is made from SERVICE-1 into SERVICE-2 ( Figure 8(c) ). If call-1 should be taken down upon entering SERVICE-2 state, the transition from SERVICE-1 into SERVICE-2 depends on the STB intelligence. If the STB is intelligent, it leaves SERVICE-1 and returns to NO-SERVICE as soon as it gets the white-page menu from the L1GW. Then, when the STB selects a service provider, the call-2 set-up protocol shown in Figure 5 (a) is invoked and the STB enters SERVICE-2 ( Figure 8(b) ). If the STB is not intelligent, i.e. has no capability for local rendering, database query, and navigation, it needs to stay i n S E R VICE-1 u n til selecting a service provider. Then, call-1 should be taken down and call-2 be set-up (Figure 8(a) ). Since the L2GW must participate in both protocols, they can be integrated into a single one which causes a direct transition from SERVICE-1 into SERVICE-2. Two conceptual implementations of the integrand protocol are depicted in Figure 9 . An interesting case is when call-2 cannot be admitted. If the option depicted in Figure 9 whether to take call-1 down, or to keep it alive. The decision can be made according to a parameter attached by the STB to the Call-2-request message sent to the L2GW. In such a case, depending on the STB request and on the response of the L2GW, the STB may (a) enter SERVICE-2 state; (b) remain in SERVICE-1 state; or (c) return to NO-SERVICE state. If the option depicted in Figure 9 (a) is employed, call-1 cannot be kept alive after call-2 is rejected.
The Transition into SERVICE-3 State
The transition into SERVICE-3 is more complicated than the transition into SERVICE-2. One reason is that the service provided during call-3 potentially demands more network resources, during a much longer period of time than the service provided during call-2. Thus, other entities need to specically identied in the set-up of call-3. In particular, the network bandwidth manager, to which nodes need to apply in order to get high-speed channels for a long duration, will have to participate in the set-up of call-3. Unlike the providers of call-1 and call-2 (L1GW and L2GW, respectively), the video-server does not necessarily need to participate in the set-up of the call it provides (call-3). This is because most of the activities associated with call set-up, like billing, authentication and authorization, can be provided to the video-server by its L2GW. In order to reduce the number of options needed to be explored, the following assumptions are made:
1. The L2GW must participate in call-3 set-up. We make this assumption because we view the L2GW as the center of the service provider complex, where most of the management and control activities are performed. An important implication of this assumption is that, regardless of the STB intelligence, the transition into SERVICE-3 state will be made only from SERVICE-2 state. Another implication is that the video-server does not necessarily have to participate in call-3 set-up.
2. A network bandwidth manager must participate in call-3 set-up protocol 3 . 3. Call-2 is not kept active u p o n e n tering SERVICE-3 state. The reason for this is that call-3 is envisioned as a relatively long call, and the probability that the STB will want to quit in an early stage of this call is considered as relatively low, especially if a preview service is provided in SERVICE-2 state.
Examples of call-3 set-up protocol are presented in Figure 10 . In parts (a) and (b) it is assumed that the video-server is call-3 semi-dependent of its L2GW, whereas in part (c) it is assumed that the video-server is call-3 dependent of its L2GW. The dierence between (a) and (b) is that in (a) the L2GW is considered as the pivot of the set-up protocol, whereas in (b) the set-up is more distributed. In (a) the STB sends the L2GW a call-3 request message. The L2GW uses a two-way handshake with the video-server in order to verify that the latter can provide the requested service. After the video-server conrms, the L2GW asks the bandwidth manager to allocate network resources for the call. When the resources are allocated, the L2GW informs the two end-points of call-3, the video-server and the STB, that the call is accepted. In Figure 10 (b), the request for bandwidth allocation is sent to the bandwidth manager by the video-server, rather than by the L2GW. This example, which reduces the set-up complexity, assumes more intelligence in the video-server side. The protocol shown in Figure 10 (c) can be acquired by removing the video-server and its associated arrows from either (a) or (b). From our assumptions that call-3 set-up can be invoked only when the STB FSM is in SERVICE-2 state, and that call-2 is not kept active while SERVICE-3 state is entered, follows that call-2 take-down protocol should be performed along with call-3 set-up. Moreover, if call-1 was kept alive i n S E R VICE-2 state, this call should also be taken down during the transition into SERVICE-3. Thus:
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Call-3-request Call-3-request (d) call-1 is active while SERVICE-2 is entered state. This gives the STB an opportunity to select another service or to quit by i n v oking call-2 take-down protocol.
If the set-up of call-3 succeeds and the STB enters SERVICE-3 state, a transition out of this state, when call-3 ends, can be made into SERVICE-2 state or into NO-SERVICE state. A direct transition from SERVICE-3 back to SERVICE-2 ( Figure 11(a) ) is possible only in those session models where call-1 is not kept alive in SERVICE-2 state. When this is not the case, a transition from SERVICE-3 must be performed into NO-SERVICE state ( Figure 11(b) ), and SERVICE-2 state can be entered only after SERVICE-1 is entered.
Related Issues: Connection Set-Up and Authorization
This section deals with two issues related to VoD session management, which can be more easily analyzed using the FSM model: the timing for setting-up the connections needed during a session, and the timing for invoking various authentication and authorization programs. The Set-Up of Service and Control Connections
The information exchanges during each call in a switched ATM/STM network require one or more connections. For instance, to provide SERVICE-3 during call-3 state, connections should be established from the video-server to the STB. In some cases, one connection, that carries all types of information, is sucient. In other cases, where dierent t ypes of data (voice, video, timing etc.) require connections with distinct Quality of Service parameters, more connections from the video-server to the STB are needed. Similarly, to allow the STB request special operations (like pause or fast forward) to the video-server, a service control connection in the reverse direction is needed as well. Connections are established in the network by means of connection signaling protocols. Usually, dierent protocols are dened for the User Network Interface (e.g. Q.930/Q.931 for PSTN, and Q.2931 for ATM [2] ) and for the Network Network Interface (e.g. B-ISDN User Part and SS7 ISDN User Part [1] ). Using these protocols, connection set-up messages are sent in a tandem along the route over which the connection is to be established, and the routing tables of the switches are updated to enable the switched connection [8] .
Since in switched ATM/STM networks a connection is needed before any message is sent, connections should be established not only before the delivery of call information in the various service states (SERVICE-1, SERVICE-2 and SERVICE-3), but also before the exchange of call control information during the transitions among the various states (unless a connection-less service is available). The connections needed in the various SERVICE states will be referred to as service c onnections, whereas those needed for the exchange of control (set-up/take-down) information will be referred to as control connections. For instance, in SERVICE-3 state some service connections are needed between the STB and the video-server. However, to enter SERVICE-3 state by executing the set-up protocol depicted in Figure 10 (a) as an example, control connections are needed between the STB and the L2GW, between the video-server and the L2GW, and between the bandwidth manager and The service connections can be established either after or during the execution of the call set-up protocol. For instance, Figure 10 (a) has shown the case where the connections in SERVICE-3 state are established after call-3 set-up protocol is completed; namely, after the STB and the video-server receive a Call-3-accept message from the L2GW. This implies that call-3 is considered active and the STB is considered in SERVICE-3 before the service connections are available. Figure 12 shows the other option, where the connections are established during the call set-up protocol. After the bandwidth needed for the connections is granted, the L2GW asks the video-server (in our example), or the STB, or both, to set up the required connections. When the connections are established, the L2GW is informed, and the call is considered active. The main advantage of the rst approach, where service connections are set up after the call set-up protocol terminates, is that the call set-up protocol lasts for a shorter period of time. This is important i f k ey entities participating in this protocol, like the L2GW, need to complete the protocol before they are able to support other service requests. The second approach, where connections are set up during the call set-up protocol and are available when the SERVICE state is entered, has the following advantages. Firstly, if for any reason the connections cannot be established there is no need to invoke call-3 take-down protocol. Rather, the call-3 set-up protocol informs the STB that the call cannot be admitted. Secondly, this approach results in a more compact solution because it couples connections establishment with call signaling. However, the potential issue is the scalability, where the combined solution might be too complicated once the connection number is big. The set-up timing and the layout of the control connections depend on the exact protocols used for set-up and take-down of the various session calls. For instance, in the call-2 set-up protocol considered in Figure 5 (a), a bi-directional control connection is needed between the STB and the L1GW and between the L1GW and the L2GW. In the call-2 set-up protocol considered in Figure 5 (b), a bi-directional control connection is needed only between the STB and the L2GW. In the rst case, the control connection between the STB and the L1GW can be the same one used during the set up of call-1 ( Figure 4 ). The latter connection has to be established when the STB moves from OFF to NO-SERVICE (see Figure 3) . The control connection between the L1GW and the L2GW can be a semi-permanent one, established in advance for the exchange of all control messages between these two e n tities. If a control connection is needed between the STB and the L2GW, it should be set-up when the STB selects a L2GW in SERVICE-1 state.
Authentication and Authorization
In terms of the FSM model, authentication and authorization is a mechanism which ensures that transitions into some of the SERVICE states are performed only by authorized STBs and users. The distinction made here between an STB and a user is important: the access into some SERVICE states should be allowed to all the users operating certain (authorized) STBs, whereas the access into other SERVICE states should be allowed only to certain users operating certain STBs. For instance, the transition from OFF into NO-SERVICE state can be controlled by a n authentication mechanism which ensures that the STB is entitled for the VoD services. Later, when a transition into SERVICE-3 is required, an authentication mechanism can be invoked in order to ensure that the particular user operating the STB is allowed to watch the particular movie. An authentication and authorization mechanism can be implemented in one of two w a ys. The rst way is to view this mechanism as a service, associated with some SERVICE state. For instance, if SERVICE-3 state can be entered only from SERVICE-2 state, then authentication and authorization for call-3 can be performed during call-2 in SERVICE-2. If, however, SERVICE-3 could be entered from several states (e.g. SERVICE-2 and NO-SERVICE) then instead of integrating the authentication and authorization mechanism with each of the calls associated with these states, another SERVICE state, SERVICE-4 say, could be dened. In such a case a transition into SERVICE-3 would be allowed only from SERVICE-4, after the authentication and authorization call is successfully completed. The other way to implement the authentication and authorization mechanism is to combine it with the call set-up protocol invoked before the SERVICE state is entered. An example for SERVICE-1 was introduced in Figure 5 .
Conclusions
The paper was concerned with the provisioning of complex interactive services by means of network sessions. To this end, the paper considered a VoD network and showed that a VoD session can be modeled as a Finite-State-Machine (FSM) whose states represent the calls comprising the session. Each of the session calls provides the STB with some preliminary service, or with the selected video application stream. The transitions among states usually represent distributed protocols for set-up and take-down of calls.
The session FSM was used to illuminate and discuss the options and trade-os involved in the design of a VoD session. The paper showed that the trade-os depend upon the relationship among the various participating entities and provided services. The paper also
